
10.Ccna Syllabus
(Name : V.Praveen Kumar, Duration :  12weeks – 90 Hours, lessons - 16)

Here’s a general employability-focused syllabus for CCNA (Cisco Certified Network Associate), which covers essential networking concepts and practical skills needed for roles like Network Administrator, Network Support Engineer, and IT Technician. The syllabus aligns with the CCNA 200-301 certification and focuses on practical, real-world skills.




Topics Covered:
1. Introduction to Networking
· Basics of Networking 
· Definition and Importance
· Types of Networks (LAN, WAN, MAN)
· Network Topologies 
· Star, Bus, Ring, Mesh, Hybrid
· Network Models 
· OSI Model (7 Layers)
· TCP/IP Model (4 Layers)
· Network Devices 
· Routers, Switches, Hubs, Bridges, Access Points, Firewalls

2. Network Fundamentals
· IP Addressing and Subnetting 
· IPv4 Addressing and Subnetting Techniques
· IPv6 Addressing and Configuration
· Subnet Masks and CIDR Notation
· MAC Addressing and ARP (Address Resolution Protocol)
· IP Routing and Routing Tables
· VLANs and Inter-VLAN Routing

3. Routing and Switching Essentials
Routing Concepts
· Static vs. Dynamic Routing
· Routing Protocols: 
· RIP (Routing Information Protocol)
· EIGRP (Enhanced Interior Gateway Routing Protocol)
· OSPF (Open Shortest Path First)
· Configuring Routing on Cisco Devices
· Router Components (RAM, ROM, NVRAM, Flash)
Switching Concepts
· Switching Fundamentals 
· Frame Forwarding and Filtering
· MAC Address Table
· VLAN Configuration
· STP (Spanning Tree Protocol) 
· RSTP and MSTP
· EtherChannel and Port Aggregation

4. Network Access and LAN Switching
· Access Layer Concepts 
· VLAN Tagging and Trunking
· Configuring Switch Ports (Access and Trunk)
· Spanning Tree Protocol (STP)
· Cisco Discovery Protocol (CDP) and LLDP
· VLAN Trunking Protocol (VTP)

5. IP Connectivity
· Routing Protocol Configuration 
· Configuring OSPF and EIGRP
· Verifying Route Information
· Understanding and Configuring Static Routes
· Path Selection Process
· Troubleshooting Routing Issues

6. IP Services
· DHCP Configuration 
· DHCP Server and Relay Agent
· Network Address Translation (NAT) 
· Static NAT, Dynamic NAT, PAT (Port Address Translation)
· NTP (Network Time Protocol)
· QoS (Quality of Service) 
· Traffic Shaping and Policing

7. Network Security Fundamentals
· Security Concepts 
· Threat Types (Internal and External)
· Attack Types (DoS, Phishing, Man-in-the-Middle)
· Secure Access and Device Hardening 
· Password Policies and SSH Configuration
· ACLs (Access Control Lists) Configuration
· Network Monitoring and Management 
· SNMP (Simple Network Management Protocol)
· Syslog Configuration and Analysis
· VPN Concepts 
· IPsec and SSL VPN
· Site-to-Site and Remote Access VPN Configuration

8. Wireless Networking
· Basics of Wireless Networking 
· SSID, BSSID, and Wireless Channels
· Wireless Standards (802.11a/b/g/n/ac/ax)
· Configuring Wireless Access Points
· Wireless Security Protocols (WPA2, WPA3)
· Troubleshooting Wireless Connectivity Issues

9. Automation and Programmability
· Network Automation Basics 
· Introduction to Python for Network Engineers
· Using Ansible for Network Automation
· REST APIs and Network Management
· Configuring Network Devices via Scripts
· Network Controllers (SDN and Cisco DNA Center)

10. Network Troubleshooting and Monitoring
· Troubleshooting Methodologies 
· Bottom-Up, Top-Down, Divide-and-Conquer
· Troubleshooting Tools and Commands: 
· ping, traceroute, ipconfig, ifconfig
· show and debug commands on Cisco devices
· Analyzing Logs and Monitoring Network Performance
· Network Performance Optimization Techniques

11. WAN Technologies
· WAN Concepts 
· MPLS (Multiprotocol Label Switching)
· Metro Ethernet
· VPN Technologies for WAN
· WAN Protocols: 
· PPP (Point-to-Point Protocol)
· GRE (Generic Routing Encapsulation)
· WAN Troubleshooting and Optimization

12. Network Management and Maintenance
· Backup and Restore Configurations
· Firmware and IOS Upgrades
· Managing Configuration Files and Licensing
· Implementing Backup Strategies
· Disaster Recovery Planning

13. Cloud and Virtualization Concepts
· Virtual Network Functions (VNFs)
· Cloud Networking Basics 
· Public, Private, and Hybrid Clouds
· Integration with Cloud Providers (AWS, Azure)
· Network Virtualization Concepts (NFV and SDN)

14. Real-World Projects and Hands-On Labs
· Project 1: Configuring VLANs and Inter-VLAN Routing
· Project 2: Implementing OSPF and EIGRP Routing
· Project 3: Building a VPN between Branch Offices
· Project 4: Configuring Wireless Networks with Security Policies
· Project 5: Automating Network Configuration using Python and Ansible

15. CCNA Certification Preparation
· Practice Tests and Mock Exams
· Hands-On Labs for Practical Skills
· Tips for Passing the CCNA Exam

16. Soft Skills and Interview Preparation
· Effective Communication as a Network Engineer
· Writing Technical Documentation and Reports
· Troubleshooting Scenarios and Problem-Solving Skills
· Mock Interviews and Real-Life Scenario Practice


Educational Background
· Bachelor’s Degree in:
· BE / B.Tech / B.Sc / BCA in CS, IT, or Networking

· Master’s Degree 
· MCA / M.Tech in Systems, Networking, Cloud

